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Preface

This report, Cyber Resilience in Finance: From Risk Mitigation to Competitive Advantage, is part of
the Bank & Finance Deep-Dive Series. The series provides forward-looking analysis on the strategic,
financial, and policy implications of emerging global trends, with a focus on the challenges and
opportunities facing institutional investors, regulators, and financial market participants.

Cybersecurity has moved from the margins of technical risk management to the center of
supervisory agendas and boardroom discussions. The financial sector, given its centrality to the
global economy, is uniquely exposed: attacks on payment infrastructures, cloud dependencies,
and data custodians have already shown their capacity to generate systemic effects. At the same
time, advances in resilience — from governance reforms and supervisory convergence to new
technologies and talent strategies — are reshaping the competitive landscape.

This report deliberately integrates perspectives not only from advanced economies but also from
the Global South —including Eastern Europe, BRICS, Latin America, Africa, and the Middle East —
recognizing that cyber resilience is both a global convergence and a regional adaptation story.

This report builds on the structure and style of earlier publications in our series, including

1. The Future of Payments and Cross-Border Finance: Navigating Transformation Amid Risk
and Opportunity

2. Open Finance: Unleashing the Next Wave of Financial Innovation

3. Global Financial Stability in Transition: Structural Risks, Regulatory Challenges, and
Strategic Pathways

4. Climate Change and Financial Risks: Navigating the Transition and Managing Physical
Exposure

5. Demographic Change: Challenges and Opportunities in the Age of Low Fertility and Aging
Populations

6. Unveiling the Future of Digital Currency Infrastructure Navigating the Transformation of
Finance in a Tokenized World

7. Artificial Intelligence Industry Deep-Dive Report: Investment Implications and Strategic
Outlook 2025 -2030

8. Financing Infrastructure with Private Participation

In each, ouraimisto go beyond technical discussions to frame issues in terms of financial stability,
institutional strategy, and global competitiveness.

We hope that the analysis in this report will help financial institutions, regulators, and policymakers
strengthen resilience against cyber threats while recognizing the strategic opportunities that robust

digital resilience can unlock.

Bank & Finance
September 2025
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Executive Summary

Cyber risk has moved from the realm of operational disruption to a systemic financial stability
concern. The November 2023 ransomware attack on ICBC’s U.S. broker-dealer—temporarily
disrupting settlement in the U.S. Treasury market—was a vivid reminder that cyber incidents
can spill over into global markets. Similar shocks, from the SWIFT heist to the Equifax and
Capital One breaches, illustrate how vulnerabilities in payment systems, data custodians,
cloud providers, and systemic banks can rapidly become financial stability issues.

Over the past decade, supervisors and institutions have shifted their approach. Once treated
as a technical compliance matter, cyber resilience is now recognized as a prudential priority—
on par with capital and liquidity. Frameworks are converging globally, though with different
pathways: disclosure-driven rules in the U.S.; binding frameworks like DORA in Europe; EU-
aligned regulation and digital identity leadership in Eastern Europe; baseline safeguards and
systemic stress testing in Asia-Pacific; national security framing and prudential mandates in
BRICS; incident-driven reforms in Latin America; and inclusion and digital transformation
strategies in Africa and the Middle East.

For financial institutions, this evolving landscape presents both risks and opportunities.
Cyberattacks are costly—through remediation expenses, regulatory fines, reputational
damage, and funding stress. Yet resilience is increasingly becoming a source of competitive
differentiation. Institutions that can demonstrate robust resilience benefit from lower funding
costs, stronger client trust, and supervisory recognition.

Key Messages:
o Cyber risk is systemic: Attacks have the potential to disrupt payment systems, impair
market liquidity, and undermine financial stability.
o Regulatory convergence with diverse pathways: Global bodies and national regulators
are embedding resilience into prudential frameworks, but with regional variations.
o Resilience as strategy: For institutions, cyber resilience is not only risk mitigation but
also a competitive advantage in funding, trust, and market positioning.

Cyber resilience is no longer only a matter of defense; it is emerging as a prudential pillar for
supervisors and a competitive differentiator for institutions. With worldwide spending on
information security already reaching $193 billion in 2024 and projected to grow to $240 billion
by 2026 (Gartner Inc., 2025), the strategic question is not whether to invest in resilience, but
how to transform these investments into systemic stability and competitive advantage.

The next five years will determine whether cyber resilience is treated as a compliance cost or
embraced as a source of strategic advantage. For supervisors, the challenge is to embed
resilience alongside capital and liquidity in stress tests and prudential oversight. For
institutions, the imperative is to invest not only to withstand the next attack, but to build trust,
lower funding costs, and strengthen competitive positioning. In short, cyber resilience is no
longer optional—it is a defining feature of financial stability and market leadership.
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Figure 1 summarizes the report’s five key highlights. These capture the essence of the current
cyber resilience landscape: the systemic nature of cyber risk, the diversity of supervisory
pathways across regions, the rising financial stakes, the dual challenge for institutions, and the
policy implications ahead. Together, they provide a concise summary for understanding why
cyber resilience has moved from a compliance exercise to a strategic capability and a global
financial stability priority.

Figure 1 — Key Highlights of the Report

Cyber riskis systemic Supervisory convergence, diverse pathways

Incidents like ICBC ransomware and the SWIFT U.S. > disclosure-driven rules;
heist show cyber shocks can disrupt payment Europe ~ binding frameworks (DORA, NIS2);

systems, funding markets, and financial stability. Eastern Europe > EU-aligned regulation and digital
identity leadership;

Asia-Pacific > safeguards and systemic stress
testing;

BRICS - national security framing and prudential
mandates;

Latin America - incident-driven reforms;

Africa and Middle East = inclusion and digital
transformation strategies.

Financial and strategic stakes are rising Institutions face dual challenge

Global IT security spend: $193bn (2024) > $240bn Cyber resilience is both a risk mitigant (protecting
(2026). Cyber insurance: $15bn (2023) - $30bn stability) and a competitive differentiator (funding
(2027), though systemic risks limit coverage. costs, client trust).

Policy and market implications
Supervisors: treat cyber resilience as a prudential pillar alongside capital and liquidity.
Institutions: embed resilience into governance, talent, and technology.

Takeaway

Cyber resilience has shifted from a cost of doing business to a strategic capability and
financial stability priority.

Source: Bank & Finance analysis based on Basel Committee (2021), FSB (2020), ECB (2018-2023), MAS (2021),
Marsh and Munich Re (2023), and Gartner (2025).
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Building on these highlights, Figure 2 outlines the structure of the report and the sequence in
which these themes are developed. It illustrates the progression from understanding the rising
threat landscape, to examining supervisory responses, to analyzing financial transmission
channels, and finally to identifying the strategies institutions can adopt to strengthen digital
resilience. This roadmap ensures a coherent narrative that moves from diagnosis to action,

anchoring the report in a structured framework for decision-makers.

Figure 2 — Report Roadmap

The Rising Cyber
Threat

- Growing
frequency and
sophistication of
attacks

- Concrete
incidents: SWIFT
heist, Equifax,
ICBC
ransomware

- Impacts:
operational
disruption, data
theft, systemic
fragility

Supervisory and
Regulatory
Response

- Basel, IMF, ECB
prioritization of
cyber resilience

- National
regimes: DORA
(EU), UK
Operational
Resilience, US
guidance, and
Asia-Pacific,
BRICS, and Latin
American
perspectives

- Tools: stress
testing, systemic
risk monitoring

Financial Risk
Transmission

- Balance sheet
vulnerabilities:
capital, liquidity,
funding costs

- Reputational
damage and loss
of trust

- Cyber
insurance gaps

- Systemic
channels:
payments,
settlement,
capital markets

Source: Bank & Finance schematic overview based on the structure of this report.
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1.  Introduction: From Technical Threats to Strategic Financial Risks

Cybersecurity has emerged as one of the defining challenges for modern finance. In little more
than a decade, the narrative has shifted from “information technology (IT) problem” to “systemic
risk.” Financial institutions are prime targets: their role as custodians of data, intermediaries of
capital, and operators of critical market infrastructures makes them uniquely exposed to
malicious actors ranging from organized crime to state-sponsored campaigns.

The consequences of major incidents underscore the stakes. The SWIFT heist demonstrated
how financial messaging infrastructures can be manipulated; Equifax revealed the fragility of
data custodianship; Capital One highlighted cloud and third-party vulnerabilities; and ICBC
showed how ransomware can spill over into wholesale funding markets. These cases illustrate
that cyber incidents are not isolated technical failures, but systemic shocks with financial
stability implications.

Supervisors have responded. Global bodies such as the Basel Committee, IMF, and FSB have
published resilience principles; Europe has enacted DORA; the U.S. has tightened disclosure
requirements; Eastern European regulators combine EU-aligned frameworks with national
initiatives on digital identity and cyber defense; Asia-Pacific regulators (MAS, APRA, BoJ)
emphasize hygiene and systemic stress testing; BRICS economies are embedding resilience
into prudential and national security frameworks; Latin American regulators are implementing
incident-driven reforms and regional coordination; and Africa and the Middle East are linking
cyber resilience to financial inclusion and digital economy ambitions.

This report positions cyber resilience as both a strategic and financial priority. It examines the
threat landscape, regulatory responses, financial implications, institutional strategies, and
case studies, before outlining a strategic outlook for both supervisors and market participants.

2. The Rising Cyber Threat Landscape

Cyberattacks against the financial sector have grown in frequency, scale, and sophistication,
making them one of the most pressing threats to financial stability today. What once appeared
as isolated incidents targeting individual firms has evolved into a pattern of systemic
vulnerabilities that can disrupt payment systems, impair market functioning, and erode public
trust. In addition to examining recent case studies, this section also highlights forward-looking
cybersecurity trends that are likely to shape the financial sector’s risk profile in the coming
years.

2.1 The Scale and Sophistication of Attacks

The financial sector remains a prime target because of its critical economic role and the value
of its data and assets. Attackers range from organized crime syndicates seeking financial gain,
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to state-sponsored actors pursuing geopolitical objectives, to hacktivist groups aiming to
disrupt institutions for ideological reasons. Ransomware, supply chain attacks, and cloud

vulnerabilities are now central features of the landscape. At the same time, reliance on third-
party service providers, while enabling efficiency, has introduced new dependencies and risks.

2.2 Major Cyber Incidents in Finance
Table 1 provides an overview of key cyber incidents from 2016 to 2023. These cases vary in
scope and geography but share a common lesson: operational failures can rapidly escalate into

reputational harm, regulatory penalties, and systemic disruption.

Table 1 —Major Cyber Incidents in Finance: Typology, Consequences, and Impacts (2016-2023)

Incident Year | Type of Attack Direct Syst(_am|c_: Financial
Consequences Implications Impact
S $81m loss;
81m stol Highlighted )
Bangladesh Payment fraud / $81m stolen 'shig .e. . legal disputes;
. through vulnerabilities in .
Bank/ 2016 | credentials security
. fraudulent global payments
SWIFT compromise ) upgrades
transfers infrastructure
across SWIFT
— 0,
Erosion of trust 3.5 /o‘share
147m consumer i credit data pricein 6
Equifax 2017 | Data breach records . weeks; $575m
. infrastructure; .
compromised . . FTC fine; $1bn
tighter oversight -
remediation
—6% share
. . pricein 1
) Cl.OUd . ) 100m+ accounts Ralsgd serutiny week; $80m
Capital One | 2019 | misconfiguration of third-party / :
/insider exploit exposed cloud reliance OCC fine;
P $190m
settlement
Australian ::CSJ,SL:dlttli)n Indirect costs
o System outage / Trading halted ‘p " from halted
Securities 2020 . confidence in .
software failure for full day . activity; no
Exchange FMI stability o
major fine
affected
Disrupted U.S. Recovery
Settlement costs; higher
Treasury market )
ICBC (U.S. system frozen; repo haircuts;
. 2023 | Ransomware . settlements; )
subsidiary) manual rerouting . systemic
repo funding
of trades . exposure
Impact
revealed

Source: Bank & Finance analysis based on Reuters (2016, 2019, 2023),

2022).
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The cases summarized in Table 1 demonstrate that cyber risk is not confined to data breaches
or isolated fraud attempts. Attacks have targeted payments infrastructures (Bangladesh
Bank/SWIFT), consumer data custodians (Equifax), retail banks with cloud reliance (Capital
One), market infrastructures (ASX), and systemically important institutions (ICBC). The

consequences ranged from direct financial losses to temporary disruption of one of the world’s
most liquid markets — the U.S. Treasuries.

2.3 Lessons from the Incidents

From these cases, three clear lessons emerge. First, no layer of the financial system isimmune:
attackers exploit weaknesses in banks, infrastructures, cloud providers, and data custodians
alike. Second, financial consequences are multi-dimensional: direct losses are often
compounded by fines, reputational damage, and long-term loss of trust. Third, cyber incidents
can be systemic, with spillovers that impair liquidity, disrupt settlement systems, or undermine
confidence in market functioning.

2.4 Forward-Looking Trends

While past incidents provide critical evidence of vulnerabilities, the risk environment is
continuously evolving. Box 1 — Key Cybersecurity Trends summarizes the most salient forward-
looking developments — from the integration of artificial intelligence in attack and defense, to
quantume-safe cryptography, to the rise of ransomware-as-a-service.

Box 1 — Key Cybersecurity Trends
1. Atrtificial Intelligence (Al): The incorporation of Al has become a key element for both
cyber defense and attack activities in the financial sector. Looking ahead, we must
anticipate scenarios where attackers leverage Al tools to enhance the speed and
precision of their operations.

2. Zero Trust Model: This model is consolidating as a standard, requiring continuous
authentication and highly granular access control in financial services.

3. Supply Chain Risk Management: There is a growing trend of attacks on vendors and
third parties, as cybercriminals recognize that indirect attacks can be more effective
than directly targeting financial institutions.

4. Ransomware-as-a-Service: This business model allows malicious tools to be “rented”
or accessed via subscription, enabling even actors with limited expertise—but
sufficient financial resources—to launch attacks.

5. Real-Time Deepfakes: Although still in an early stage, real-time voice or video
impersonation attacks are expected to become more frequent and automated.
Fraudsters may impersonate CFOs or executives in live calls to authorize fraudulent
transactions.
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6. Quantum-Safe Migration to Post-Quantum Cryptography: Companies and

governments will need to upgrade current security systems (certificates, encryption,
VPNs, digital signatures, etc.) to withstand future quantum-based attacks.

7. XDR as a New Technological Standard: Extended Detection and Response (XDR) is
becoming a comprehensive security platform. For example, if an attacker enters
through a malicious email and then moves laterally within the network, XDR can trace
the entire “attack path” and automatically block it, instead of issuing separate alerts
from email and firewall systems.

8. Secure Access Service Edge (SASE): A cloud-based security model ensuring that,
regardless of user location (office, home, travel), connections to corporate

applications are secure and subject to consistent cloud security controls.
Source: Bank & Finance analysis based on ITPro (2025), Axios (2025), and TechRadar (2025). Eduardo Cruces
contributed to this box.

Together, the lessons from past incidents and the forward-looking trends outlined in Box 1
underscore why cyber resilience has risen to the top of supervisory and boardroom agendas.

3.  Supervisory and Regulatory Perspectives

The recognition of cyber risk as a financial stability concern has placed it firmly on supervisory
agendas worldwide. Over the past decade, regulators have moved beyond treating
cybersecurity as an operational or IT compliance matter to addressing it as a systemic risk
requiring coordinated oversight, scenario testing, and resilience standards. As cyber incidents
increasingly generate cross-border spillovers, the supervisory response has become more
global, with frameworks now emerging not only in advanced economies but also across Eastern
Europe, Asia-Pacific, BRICS, Latin America, Africa and the Middle East. This section reviews
how different jurisdictions and regions are shaping the regulatory landscape, highlighting both
common principles and divergent pathways of implementation.

3.1 International Standard-Setting Bodies

The Basel Committee on Banking Supervision has identified cyber resilience as a key
component of operational risk, with its 2018 “Cyber-resilience Sound Practices” report
establishing a baseline for supervisory expectations. The IMF has emphasized cyber risk as a
macrofinancial vulnerability in its Financial Sector Assessment Programs (FSAPs), integrating
cyber resilience reviews into its systemic risk diagnostics. Meanwhile, the ECB has introduced
targeted cyber resilience oversight in the euro area, with its TIBER-EU framework for threat
intelligence-led red-teaming becoming a reference point for supervisory practice.
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Beyond these global standards, national and regional authorities have developed their own

approaches, which vary across the United States, Western and Central Europe, Eastern
Europe, Asia-Pacific, BRICS, Latin America, Africa and the Middle East.

3.2 Western and Central Europe, UK and US National Regulatory Initiatives

At the national level, regulators are converging on a resilience-oriented approach. The UK
Prudential Regulation Authority (PRA) and the Financial Conduct Authority (FCA) launched
operational resilience regimes requiring institutions to identify “important business services”
and demonstrate their ability to recover from disruption. In the European Union, the Digital
Operational Resilience Act (DORA), that entered into application on January 2025, ensures that
banks, insurance companies, investment firms and other financial entities can withstand,
respond to, and recover from ICT (Information and Communication Technology) disruptions,
such as cyberattacks or system failures. In the United States, the Federal Reserve, OCC, and
FDIC have introduced enhanced guidance on sound practices for cyber resilience,
complemented by sector-wide collaboration through the Treasury’s Financial and Banking
Information Infrastructure Committee (FBIIC).

While the U.S. emphasizes disclosure and enforcement, and Europe advances binding
frameworks such as DORA, regulatory momentum is equally visible in other regions, where
supervisors are tailoring cyber resilience approaches to their own market structures and
systemic vulnerabilities.

3.3 Eastern Europe Perspectives

Eastern Europe plays a dual role in the global cyber resilience landscape: as a source of
technological innovation and as a region associated with heightened cyber threats. Countries
such as Estonia, Lithuania, and Poland have become recognized leaders in digital identity,
blockchain applications, and cybersecurity innovation. Estonia, in particular, is widely cited as
a pioneer of e-government and national digital identity systems, which are integrated into
financial services and supervised under EU frameworks such as elDAS and DORA.

Regulation in the region reflects both EU alignment and national initiatives. EU member states
(e.g., Estonia, Lithuania, Poland, Czech Republic) apply the EU’s Digital Operational Resilience
Act (DORA), the NIS2 Directive, and the elDAS Regulation. Countries outside the EU, such as
Ukraine, have accelerated reforms since 2017, focusing on incident reporting, financial sector
resilience testing, and public-private cyber defense cooperation. The Baltic states (Estonia,
Latvia, Lithuania) also collaborate closely with the European Union Agency for Cybersecurity
(ENISA) and with NATO’s Cooperative Cyber Defence Centre of Excellence (CCDCOE),
headquartered in Tallinn, to strengthen cyber defense and resilience capacities.

At the same time, Eastern Europe is home to several of the world’s most active cybercriminal
groups, often operating across borders. Ransomware-as-a-Service syndicates, many with
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origins in Russia and neighboring states, have been behind some of the largest global incidents
in the past decade. The geopolitical environment, particularly the Russia—Ukraine conflict, has

also underscored the systemic risks of state-linked cyberattacks targeting financial and critical
infrastructure.

Lessons: Eastern Europe illustrates the paradox of cyber resilience: the region combines
frontline innovation and EU regulatory alignment with a concentration of organized cyber
threats that are global in reach. For supervisors and institutions, this underscores the need for
cross-border intelligence sharing, cooperation with ENISA and CCDCOE, and resilience
strategies that address both technological opportunity and asymmetric threats.

Beyond Eastern Europe, Asia-Pacific, the BRICS economies, Latin America, Africa and the
Middle East are also advancing distinct approaches, reflecting their financial sector structures,
regulatory capacities, and recent incident experiences.

3.4 Asia-Pacific Perspectives

Regulators in the Asia-Pacific region have been at the forefront of embedding cyber resilience
into financial regulation, offering lessons relevant beyond their jurisdictions.

e Monetary Authority of Singapore (MAS):
MAS has long treated technology and cyber risk as core to prudential supervision. Its
Technology Risk Management (TRM) Guidelines and the Cyber Hygiene Notice require
banks to maintain baseline safeguards, including multi-factor authentication,
encryption, and timely patch management. MAS also operates Threat Intelligence
Sharing Platforms to strengthen collective defenses across Singapore’s tightly
interconnected financial ecosystem.

e Bank of Japan (Bo)):
The BoJ emphasizes operational resilience of financial market infrastructures (FMls),
including payment and settlement systems, as part of Japan’s broader Financial System
Stability framework. Recent BoJ stress tests incorporate scenarios of cyberattacks on
core payment networks, reflecting concerns over the systemic consequences of digital
disruptions.

o Australian Prudential Regulation Authority (APRA):
APRA’s Prudential Standard CPS 234 (Information Security) sets out binding
requirements for boards to maintain information security capability commensurate with
threats, ensure timely detection, and manage third-party providers. APRA has enforced
compliance actively, issuing warnings and notices of deficiency.

Lessons: Asia-Pacific approaches highlight three elements that complement U.S. and
European frameworks: (i) Proactive baseline requirements (e.g., MAS Cyber Hygiene Notice)
rather than principles alone; (ii) Integration into systemic risk oversight (e.g., BoJ’s inclusion of
cyber scenarios in stability analysis); (iii) Board accountability and enforcement (e.g., APRA’s
CPS 234).
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3.5 BRICS Perspectives

Cyber resilience is gaining prominence across BRICS economies (Brazil, Russia, India, China
and South Africa), where large domestic financial markets and rising digital adoption have
increased vulnerabilities.

e Brazil—Banco Central do Brasil (BCB):
Brazil has been a leader in the Latin American region, with Resolution 4,658/2018
establishing requirements for information security, incident reporting, and cloud
outsourcing. The BCB also participates in the GFIN (Global Financial Innovation
Network) to enhance supervisory cooperation on cyber issues.

e Russia—Central Bank of Russia (CBR):
The CBR has introduced a national Financial CERT (FinCERT) to monitor cyber incidents
across banks, backed by legislation mandating incident reporting. Sanctions-related
cyber pressures have made resilience a core supervisory priority.

e India—Reserve Bank of India (RBI):
The RBI has issued Cybersecurity Frameworks for Banks (2016, updated 2020) requiring
real-time monitoring, early detection, and board-level accountability. The RBI's IT
Examination Cell supervises critical financial institutions with a focus on resilience and
business continuity.

e China-People’s Bank of China (PBoC):
China has embedded cybersecurity into its broader Financial Stability and Development
Committee agenda. The PBoC, working with the Cyberspace Administration of China,
has mandated stronger cyber risk management for systemically important banks and
payment platforms. Large-scale testing of financial infrastructures now includes cyber
scenarios.

e South Africa — South African Reserve Bank (SARB):
The SARB has adopted cyber resilience as part of its Twin Peaks regulatory framework,
aligning with Basel’s operational resilience principles and requiring enhanced testing for
systemic banks.

Lessons: BRICS approaches highlight four themes: (i) national security framing of cyber
resilience (China, Russia); (ii) prescriptive frameworks for banks and financial institutions
(India); (iii) binding prudential rules covering information security and outsourcing (Brazil); and
(iv) supervisory integration of cyber risk into financial stability mandates (South Africa).
Together, these approaches illustrate how large emerging markets are embedding resilience
into regulatory oversight and systemic stability agendas, while tailoring frameworks to their
specific financial and geopolitical contexts.

BANK & FINANCE



3.6 Latin American Perspectives

Latin America’s financial regulators are progressively adopting cyber resilience frameworks,
though capacity and enforcement vary across the region.

e Mexico — Comisién Nacional Bancaria y de Valores (CNBV) and Banco de México
(Banxico):
Following the 2018 SPEI (interbank payments) cyber incident, Banxico and CNBV
introduced strict rules on contingency planning, redundancy, and incident reporting for
payment service providers. Banxico now requires mandatory testing for payment
infrastructures.

e Chile —Comisién para el Mercado Financiero (CMF):
The CMF has issued guidelines on operational and cyber resilience for banks, requiring
board accountability and aligning with Basel/FSB practices. Work is ongoing to extend
frameworks to insurers and securities intermediaries.

o Regional Cooperation — CEMLA and ASBA:
The Center for Latin American Monetary Studies (CEMLA) and the Association of
Supervisors of Banks of the Americas (ASBA) have convened regional dialogues to
harmonize cyber regulatory standards, sharing best practices from Brazil and Mexico
with smaller jurisdictions.

Lessons: Latin Americaillustrates how cyberincidents catalyze regulatory change (Mexico SPEI
case), and how regional coordination is helping to bridge gaps in supervisory capacity.

3.7 Africa and Middle East Perspectives

Across Africa, cyber resilience discussions are increasingly tied to the rapid growth of mobile
money and fintech ecosystems, which have expanded financial inclusion but also introduced
new vulnerabilities. Supervisory capacity remains uneven, but initiatives led by the African
Development Bank and regional associations such as the Association of African Central Banks
(AACB) are helping to develop minimum standards and promote information-sharing.
Countries like Kenya issued Cybersecurity Guidelines for Payment Service Providers (2019),
mandating risk-based frameworks, incident reporting, and consumer protection protocols.
Kenya’s regulatory leadership reflects the continent’s growing reliance on mobile money and
fintech ecosystems.

In the Middle East, Gulf Cooperation Council (GCC) states are embedding cyber resilience
within their broader digital transformation strategies. The Saudi Central Bank (SAMA) issued a
Cybersecurity Framework (2017, updated 2022) requiring banks and insurers to adopt baseline
controls, incident reporting, and resilience testing. Similarly, the Central Bank of the UAE
(CBUAE) has introduced regulations mandating cyber risk management for financial
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institutions, while Qatar launched sector-wide resilience initiatives. The Central Bank of
Bahrain (CBB) embedded cyber resilience into its Operational Risk Management Module
(2020), requiring banks to adopt continuous monitoring and incident response capabilities.

These measures are designed not only to mitigate risks but also to bolster confidence in
regional financial hubs as they expand globally.

Lessons: Africa illustrates the intersection of financial inclusion and cyber resilience, with
regional bodies playing a critical role in capacity-building. The Middle East demonstrates how
digital economy ambitions are tightly linked to supervisory focus on cyber resilience,
highlighting the dual goals of systemic protection and competitive positioning.

3.8 Comparative Perspectives

While supervisory responses to cyber risk differ across jurisdictions, a comparative perspective
highlights converging priorities and regional nuances. Table 2 summarizes the approaches of
the U.S., Western and Central Europe, Eastern Europe, Asia-Pacific, BRICS, Latin America,
Africa and the Middle East showing how each region blends regulatory instruments, supervisory
focus, and enforcement strategies.

Having reviewed global, national, and regional approaches, it is clear that supervisors are
converging on cyber resilience as a prudential priority, but through diverse pathways. Advanced
economies emphasize disclosure rules, third-party oversight, and resilience testing; Eastern
Europe combines EU-aligned regulation with leadership in digital identity systems, while
simultaneously facing concentrated cybercrime threats; Asia-Pacific prioritizes baseline
safeguards and systemic stress testing; BRICS economies embed cyber resilience into national
security strategies and prudential mandates; Latin America advances primarily through
incident-driven reforms and regional coordination; and Africa and the Middle East link cyber
resilience to financial inclusion goals and ambitious digital economy strategies.

Together, these regional trajectories highlight the diversity of implementation, but also a
common endpoint: cyber resilience is fast becoming a core pillar of financial stability
frameworks worldwide. For globalinstitutions, this fragmented regulatory landscape reinforces
the challenge of managing compliance across multiple jurisdictions while investing in
resilience as a strategic common denominator.

Table 2 Source: Bank & Finance analysis based on SEC Cyber Disclosure Rule (2023); EU DORA (2022), NIS2
Directive (2022), and elDAS Regulation (2014/2021); ECB supervisory publications (2018-2023); ENISA guidance;
NATO CCDCOE reports; MAS TRM Guidelines & Cyber Hygiene Notices (2021); APRA CPS 234 (2019); BoJ
Financial System Reports (2021-2023); RBI Cybersecurity Framework (2016/2020); PBoC Guidelines on
Cybersecurity (2021); Banco Central do Brasil Resolution 4,658 (2018); Central Bank of Russia FinCERT reports
(2015-2022); South African Reserve Bank Twin Peaks Framework (2021); CNBV/Banxico SPE! rules (2018); CMF
Chile guidelines (2021); CEMLA (2022); ASBA (2021); SAMA Cybersecurity Framework (2017/2022); CBUAE Cyber
Risk Regulations (2021); QCB Cybersecurity Framework (2020); AfDB (2022); AACB (2021).
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Table 2 - Comparative Cyber Resilience Regulatory Approaches Across Regions

Region Key Regulatory Main Focus Areas Supervisory Notable Features
Instruments Approach
Principle-based;
United Interagency suidelines: Ingdent reporting, epforcement via SEC rule: mandatory
; disclosure, board fines and disclosure of material
States SEC disclosure rules . ) o .
oversight disclosure incidents within 4 days
obligations
ICT risk . .
DORA (Digital management, Lega.lly binding DORA extend.s oversight
) - . ) requirements for to cloud providers;
Europe Operational Resilience | resilience testing, ; .
: ) banks and third mandates penetration
Act); ECB expectations | third-party ) )
) parties testing
oversight
EU-aligned
frameworks (DORA, EU alignmentin
NIS2, elDAS) in Digital identity. ICT member states; Integration with ENISA
member states; g. ) Y, hybrid national and NATO CCDCOE;
., resilience, . ) .
Eastern Ukraine’s L . and regional strong focus on identity
) incident reporting, ) )
Europe Cybersecurity Strategy cooperation systems (Estonia);
cyber defense ) )
(2017, updated post- cooperation outside EU accelerated reformsin
2022); national P (Ukraine, Western | Ukraine due to conflict
supervisory rules in Balkans)
Baltics and Poland
MAS TRM Guldgllnes Baseline Mix of rules-based
and Cyber Hygiene safesuards (Singapore Mandatory cyber
Asia- (Singapore); APRA CPS g o g p ’ hygiene; FMI stress
o . systemic stress Australia) and
Pacific 234 (Australia); BolJ . ) tests; board-level
tests, board systemic oversight o
cyber stress tests o responsibility
accountability (Japan)
(Japan)
RBI Cybersecurity
Framework (India); National securit Integration of cyber into
PBoC resilience i y Central bank-led, ) g . : .y
; framing, . financial stability
mandates (China); g with mandatory
BRICS : X prescriptive rules, . frameworks;
FinCERT (Russia); BCB rudential reporting and cloud/outsourcin
Resolution 4,658 ipn e national CERTs | o) g
(Brazil); SARB Twin g g
Peaks (South Africa)

. CNBV/Banxico post- Incident reporting, InC|dentjdr|ven. . ‘
Latin SPE! rules (Mexico): payment systems | reformsin Mexico; | Regional cooperation
America L g resilience, board gradual Basel via CEMLA and ASBA

CMF guidelines (Chile) . ) . .

accountability alignment in Chile

SAMA Cybersecurity

Framework; CBUAE Mobile money and Capacitv-buildin
Africa Cyber Risk fintech resilience i Aﬁ‘riog g Links to financial
and Regulations; QCB (Africa); baseline . inclusion (Africa) and

. . . o prescriptive .
Middle Financial controls, incident i digital economy
. . . frameworks in . .

East Cybersecurity reporting, testing GCC strategies (Middle East)

Framework; AfDB and (Middle East)

AACB reports
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3.9 Supervisory Tools and Approaches

The supervisory toolkit now extends beyond traditional compliance audits. Authorities are
conducting cyber stress tests to simulate disruptions to critical market infrastructure,
encouraging firms to adopt intelligence-led penetration testing, and requiring regular reporting
of cyber incidents. Supervisors are also fostering public—private cooperation through
information-sharing platforms such as the Financial Services Information Sharing and Analysis
Center (FS-ISAC).

Figure 3 synthesizes the evolving supervisory approach to cyber and digital resilience. It shows
how regulators are progressing along three dimensions: (i) from compliance to resilience, (ii)
from individual firms to systemic oversight, and (iii) from national to international coordination.
This roadmap illustrates both the growing convergence across jurisdictions and the increasing
ambition of supervisory expectations.

Figure 3 — Supervisory Roadmap for Cyber and Digital Resilience

e Early focus on IT compliance and audits
* Shift to demonstrating resilience outcomes
* |nstitutions must prove recovery and continuity

From Compliance >

Resilience

* |nitial focus on individual institutions
e Expansion to financial market infrastructures
e Stress tests and sector-wide monitoring

From Firm-Level >
Systemic Oversight

e National regulatory guidelines

* Regional frameworks (e.g., EU DORA, ECB TIBER-
EV)
e Global convergence (Basel, IMF, FSB)

From National >
International
Coordination

Source: Bank & Finance analysis based on Basel Committee (2021), FSB (2020), IMF FSAP modules (2019-2023),
ECBTIBER-EU (2018), MAS TRM Guidelines (2021), and U.S. interagency supervisory guidance (2020-2023).

This figure underscores two key lessons. First, regulatory momentum is moving toward
resilience as an outcome, rather than compliance as a process: firms are now expected to
demonstrate the ability to recover and continue operations under stress. Second, supervisory
convergence reflects the inherently cross-border nature of cyber risk. No jurisdiction can
manage systemic vulnerabilities alone; coordination among international standard-setters,
regional authorities, and national supervisors will be essential to safeguarding financial
stability.
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4. Strategic and Financial Implications for Institutions

Cyber risk is no longer a narrow operational concern but a strategic financial issue with direct
consequences for profitability, market access, and systemic stability. As shown in Table 1,
major incidents have imposed not only direct losses and regulatory fines but also longer-term
reputational and market consequences. This section explores how these impacts manifest at
the institutional level — through costs, funding conditions, and investor perceptions — and at
the systemic level, where interconnectedness can amplify shocks across markets and
infrastructures.

4.1 Direct Financial Impacts

The most immediate consequence of cyberattacks is financial loss. These range from theft of
funds, ransom payments, and fraud, to the high cost of system recovery and customer redress.
Incidents such as the Bangladesh Bank heist or the ICBC ransomware case demonstrate how
operational failures can quickly translate into multimillion-dollar exposures. These direct costs
are compounded by regulatory fines, legal liabilities, and settlements, as illustrated by the $700
million Equifax settlementin 2019.

4.2 Indirect Impacts: Funding, Ratings, and Market Confidence

The indirect impacts often prove more consequential. Cyber incidents can erode depositor and
investor confidence, raising an institution’s funding costs. Credit rating agencies increasingly
incorporate operational resilience into their assessments, meaning that a significant breach
can trigger a downgrade, thereby increasing capital costs. Market reputational damage,
meanwhile, can weaken customer loyalty and competitive positioning.

4.3 Cyber Insurance: A Partial Buffer

While cyber insurance markets have expanded, they remain shallow relative to the scale of
potential systemic losses. Coverage often excludes critical scenarios, such as state-sponsored
attacks or widespread infrastructure failures. Premiums are rising, and insurers are tightening
terms, meaning institutions cannot rely solely on transfer mechanisms to manage cyber risk.
Instead, internal resilience remains the primary line of defense.

The market for cyber insurance, while expanding, remains relatively constrained compared to
the scale of cyber risk. Industry estimates place global cyber insurance premiums at around
$13-15 billion in 2023, projected to reach $25-30 billion by 2027 (Marsh and Munich Re, 2023).
Despite rapid growth, capacity remains limited: systemic events—such as ransomware
contagion or attacks on critical financial infrastructure—raise concerns of correlated losses
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that could overwhelm insurers’ balance sheets. For financial institutions, cyber insurance can

provide a useful buffer for direct losses and incident response, but it is no substitute for
investments in operational resilience and risk management.

4.4 Systemic Transmission Channels

Crucially, cyber risks are not confined to individual balance sheets. They can propagate through
financial networks, amplifying systemic stress. Settlement disruptions, liquidity shortfalls, and
payment delays can spill over to counterparties and markets, much as liquidity shocks did in
past financial crises.

Table 3 categorizes the main financial transmission channels through which cyber incidents
can impact both individual institutions and the broader financial system. It highlights how
operational disruptions can evolve into balance sheet risks, reputational shocks, and systemic

vulnerabilities.

Table 3 - Financial Channels of Cyber Risk Transmission

Transmission
Channel

Mechanism

Institutional Impact

Systemic Implication

Direct financial
losses

Theft, fraud, ransom
payments, recovery
costs

Reduced
profitability, capital
erosion

Aggregate losses
weaken banking sector
capital buffers

Operational
disruption

Outage of payments,
trading, or settlement
systems

Business
interruption,
customer attrition

Spillovers to
counterparties and
market functioning

Reputational
damage

Loss of customer trust
following breaches

Depositor
withdrawals, lower
franchise value

Erosion of confidence in
financial system stability

Funding and
liquidity stress

Higher funding costs,
reduced market
access

Liquidity strains,
higher refinancing
risk

Market-wide funding
stress, contagion effects

Regulatory and
legal penalties

Fines, settlements,
supervisory sanctions

Increased costs,
reputational
damage

Signaling effect
increases scrutiny
across sector

Insurance gaps

Limited coverage for
systemic or state-
backed events

Residual risk
retained on balance
sheet

Lack of systemic risk
absorption capacity

Source: Bank & Finance analysis based on IMF FSAP cyber risk modules (2019-2023), BIS-FSB cyber resilience
reports (2020-2022), ECB supervisory publications (2018-2023), and MAS TRM Guidelines (2021).
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The evidence in Table 3 highlights that cyber incidents have the potential to move rapidly from
operational failures to financial instability. For institutions, the challenge is managing the
compound nature of cyber risk: a single incident can simultaneously erode profitability,
increase funding costs, and trigger supervisory penalties. At the system level, the
interconnectedness of payment, settlement, and funding networks creates channels for

contagion that amplify initial shocks. These dynamics underline why cyber resilience is
increasingly treated as a financial stability priority rather than a narrow IT concern.

4.5 Market and Financial Impacts of Cyber Incidents

While cyber risk is often framed in operational terms, recent cases show that the financial
repercussions can be swift, material, and multi-dimensional. Share prices, bond spreads,
credit ratings, and even funding conditions have reacted sharply in the aftermath of high-profile
incidents. Supervisors are increasingly attentive to these dynamics, recognizing that cyber
shocks can be transmitted through capital markets much like traditional credit or liquidity
shocks. As summarized in Table 1, institutions have faced steep share price declines (Equifax —
35%), rising funding costs (ICBC repo market spillovers), and escalating regulatory penalties
(Capital One, Equifax).

Figure 4 — Channels of Financial Impact from Cyber Incidents

e System downtime
Operational Disruption e Transaction failures
e Service unavailability

*Theft

*Ransom payments
*Fraud losses
*Recovery costs

Direct Losses

* Fines
* Class-action settlements
e Compliance remediation

Regulatory and Legal

Costs

e Equity sell-offs
* Credit spread widening
* Rating downgrades

Market Confidence
Effects

* Payment gridlock
Systemic Spillovers e Funding market stress
e Liquidity strains

Source: Bank & Finance analysis based on IMF FSAP cyber risk modules (2019-2023), BIS-FSB reports (2020-
2022), and case studies from Reuters (2016, 2019, 2023) and U.S. Federal Reserve (2023).
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The broader transmission channels through which cyber incidents translate into financial
consequences are presented in Figure 4, which maps these channels, highlighting how

operational disruptions can cascade into market confidence, regulatory responses, and
systemic risk.

Taken together, these experiences highlight three lessons. First, financial costs extend beyond
immediate remediation, often involving fines, settlements, and erosion of investor trust.
Second, Second-order effects often exceed first-order costs, with investor reactions, rating
downgrades, and funding pressures that can amplify the initial shock. Third, systemic
amplification is real: when core infrastructures or large institutions are targeted, disruptions
spill over into markets, affecting liquidity and financial stability.

5. Building Digital Resilience

While regulatory frameworks are evolving and financial impacts are becoming clearer, the
ultimate responsibility for cyber resilience rests with financial institutions themselves. To
manage cyber risk as a strategic and financial issue, institutions must move beyond
compliance-driven controls and embed resilience across governance, operations, and market
positioning.

5.1 Governance and Board-Level Accountability

Cybersecurity is no longer solely the responsibility of IT departments. Boards of directors and
executive leadership must treat cyber resilience as a core business risk, on par with credit,
market, and liquidity risks. This requires clear accountability structures, regular board-level
reporting, and integration of cyber scenarios into enterprise risk management frameworks.

An institution’s ability to withstand cyber threats depends not only on isolated controls but on
the coherence of its overall cybersecurity posture. Supervisors and market participants
increasingly use this concept to evaluate how well organizations integrate governance,
technology, monitoring, and human capital into a comprehensive resilience framework.
Supervisors and industry bodies often assess this “posture” using structured benchmarks such
as the NIST Cybersecurity Framework, alongside regional standards like the ECB’s TIBER-EU
and MAS’s Cyber Hygiene requirements. Box 2 summarizes the main elements of the
cybersecurity posture.

Strengthening cybersecurity posture is therefore more than a technical exercise—it is a
measure of institutional readiness, strategic foresight, and operational credibility. Firms with a
mature posture are better positioned to adapt under stress, meet supervisory expectations, and
leverage resilience as a source of competitive advantage.
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Box 2 — Cybersecurity Posture: Six Dimensions of Institutional Readiness

Definition: Cybersecurity posture refers to the overall strength, readiness, and resilience of
an institution’s defenses against cyber threats. It encompasses not only the technical
safeguards in place (e.g., firewalls, intrusion detection, encryption) but also the
organizational elements of governance, policies, talent, and incident response. A strong
posture means an institution is prepared not just to prevent attacks, but to detect, respond,
and recover effectively.

Core Dimensions of Cybersecurity Posture:

1. Governance and Risk Culture — Board-level engagement, clear accountability, and
integration of cyber risk into enterprise risk management.

2. Technology and Architecture — Deployment of layered security controls, zero-trust
frameworks, and secure system design.

3. Monitoring and Detection — Continuous threat intelligence, penetration testing, and
real-time monitoring of networks and endpoints.

4. Response and Recovery — Incident response planning, crisis management protocols,
and cyber resilience drills.

5. Third-Party and Supply Chain Management — Assessing vendor risks, contractual
safeguards, and resilience testing of outsourced functions.

6. Talent and Awareness — Workforce training, retention of cybersecurity professionals,
and cultivating a culture of cyber vigilance.

Strategic Relevance: Supervisors increasingly require firms to demonstrate their
cybersecurity posture through maturity assessments and resilience testing (e.g., ECB’s
TIBER-EU, MAS cyber hygiene checks, U.S. regulatory questionnaires). A weak posture can
result in higher capital charges, supervisory intervention, or reputational penalties.
Conversely, a strong posture enhances trust and can serve as a competitive differentiator in
capital markets and client relationships.

Source: Bank & Finance analysis based on ECB TIBER-EU (2018), MAS Cyber Hygiene Notices (2021), NIST
Cybersecurity Framework (2018), NIST Digital Identity Guidelines (2020), and U.S. supervisory guidance (Fed, OCC,
FDIC, 2020-2023). Luis Valerdi suggested his topic.

5.2 Detection, Response, and Recovery Capabilities
Given the inevitability of breaches, resilience depends not only on prevention but also on rapid
detection, containment, and recovery. Leading institutions invest in advanced monitoring

systems, artificial intelligence for anomaly detection, and cross-functional “cyber crisis teams”
that can mobilize quickly. Recovery planning is equally critical: stress-testing response
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protocols and practicing cyber “fire drills” ensure that critical functions can be restored under
stress.

An often-overlooked dimension of resilience is the availability of skilled professionals. The
capacity to detect, respond, and recover from cyber incidents ultimately depends on the depth
and retention of cybersecurity talent within institutions. Box 3 discusses the factors behind the
cybersecurity talent shortage.

Box 3 — The Cybersecurity Talent Shortage
The digitization of business, remote work, cloud adoption, internet use, and now artificial
intelligence have all expanded the attack surface. This has led to a surge in cyberattacks
including ransomware, phishing, financial data theft, and critical infrastructure hacking.

As a result, demand for cybersecurity specialists (defensive, offensive, forensic analysts,
security operations center engineers, regulatory experts, etc.) is extremely high.
Unfortunately, there are not enough trained professionals to meet this demand.

Factors Behind Shortage:

Supply-demand gap
o Accordingto ISC?, millions of cybersecurity professionals are missing globally.
o Manyvacancies remain unfilled for months.

o High technical specialization
o Cybersecurity requires expertise in networks, systems, cryptography,
regulation, auditing, and incident response.
o FormalIT engineers are not enough—certifications, practical experience, and
ongoing training are needed.

o Rapid evolution of threats
o Knowledge becomes obsolete in months.
o Attackers innovate faster than traditional academic programs.

e Lackof academic training
o Few universities offer solid cybersecurity programs.
o Many professionals rely on certifications, private courses, or self-study.

o High cost of certifications and training
o Certifications (CISSP, CISM, CEH, CompTllA Security+) are expensive and
require both study and practice.

Retention challenges
o Cybersecurity talent receives multiple high-paying offers.

o Companies face difficulty retaining staff, increasing turnover.

Source: Bank & Finance analysis based on ISC? Cybersecurity Workforce Study (2024), World Economic Forum
(2023), ASBA (2021), and AfDB (2022). Eduardo Cruces contributed to this box.
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The shortage of skilled professionals underscores that resilience is not only a matter of
technology and governance, but also of human capital. Institutions that invest in developing,
attracting, and retaining cyber talent will be better positioned to withstand future shocks.

5.3 Third-Party and Supply-Chain Resilience

The financial sector increasingly relies on external providers for cloud computing, data
analytics, and settlement services. These dependencies create concentration risks.
Supervisors are requiring institutions to map critical third-party relationships and ensure
continuity plans are in place. Financial firms must build redundancy, diversify providers where
possible, and engage actively with vendors to raise resilience standards.

A central dimension of institutional resilience is the ability to reliably identify and authenticate
users across digital channels. As financial services become increasingly digital, the
management of digital identity has become both a cornerstone of cybersecurity and a
prerequisite for regulatory compliance and customer trust. Box 4 explains the six core
components of digital identity.

Box 4 - Digital Identity: Six Core Components
Definition: Digital identity refers to the set of electronically stored attributes, credentials, and
authentication mechanisms that uniquely identify individuals, devices, or organizations
online. In finance, digital identity underpins customer onboarding, transaction verification,
and secure access to digital services.

Core Components of Digital Identity in Finance:

1. Authentication: Multi-factor and risk-based authentication ensure that users are who
they claim to be.

2. Authorization and Access Control: Defining what resources users can access once
authenticated.

3. Credential Management: Secure issuance, storage, and revocation of digital
credentials, including biometrics.

4. Interoperability: Standards that allow digital identity systems to function across
borders and providers.

5. Privacy and Data Protection: Ensuring that identity frameworks comply with data
protection regulations and safeguard user information.

6. Resilience Against Fraud: Detecting anomalies such as synthetic identities, credential
stuffing, or deepfake-enabled impersonation.
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Strategic Relevance: Digital identity is central to both cybersecurity resilience and financial
inclusion. Robust identity systems reduce fraud, support regulatory compliance (e.g., Know
Your Costumer / Anti-Money Laundering (KYC/AML), and enable secure digital payments.
Conversely, weak identity controls can amplify systemic risks, as shown by incidents where
compromised credentials were exploited to access critical systems. Global initiatives—such
as the EU’s elDAS regulation, Singapore’s National Digital Identity framework, and World

Bank’s ID4D program—illustrate the convergence of financial security, regulatory oversight,
and inclusion goals in digital identity design.

Source: Bank & Finance analysis based on EU elDAS Regulation (2014/2021), MAS National Digital Identity
Programme (2021), World Bank ID4D Initiative (2023), FIDO Alliance Standards (2022), and NIST Digital Identity
Guidelines (2020). Luis Valerdi suggested this topic.

Strengthening digital identity frameworks is therefore critical not only for protecting institutions
against fraud and unauthorized access, but also for enabling secure digital payments and
expanding financial inclusion. By aligning technology, regulation, and user experience, robust
digital identity systems reinforce both systemic stability and market confidence.

5.4 Public—-Private Collaboration

No single institution can defend itself in isolation. Effective cyber resilience requires
information-sharing and coordinated defense. Initiatives such as the Financial Services
Information Sharing and Analysis Center (FS-ISAC), TIBER-EU red-teaming exercises, and U.S.
Treasury-led sectoral simulations demonstrate the value of collaboration. Public—private
partnerships are critical for sharing threat intelligence and rehearsing systemic response.

5.5 Resilience as Competitive Advantage

Cyber resilience is evolving from a compliance exercise into a strategic capability—one that
enhances market trust, reduces funding costs, and strengthens long-term competitiveness.
Institutions that go beyond minimum compliance increasingly leverage resilience as a trust
signal—improving market perception, reducing operational risk premiums, and strengthening
client confidence..

Figure 5 conceptualizes digital resilience as a layered architecture. It shows how resilience is
built progressively: starting with governance and strategy, reinforced by operational capabilities
such as detection and recovery, extended through third-party and ecosystem resilience, and
sustained by public—private collaboration. Together, these layers form a holistic framework for
managing cyber risk as both a financial and systemic concern.

The figure highlights two critical lessons. First, resilience cannot be achieved through isolated

technical measures; it requires an enterprise-wide, layered approach that integrates
governance, operations, and external dependencies. Second, resilience is inherently collective:
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no single institution can achieve it alone, making sector-wide collaboration and systemic
preparedness indispensable.

Figure 5 — Layers of Cyber and Digital Resilience in Finance

* Board-level accountability
Governance and Strategy * Enterprise risk integration
e Clear accountability structures

e Threat detection and monitoring

Operational Capabilities * Incident response protocols
* Recovery and continuity planning

e VVendor risk management
e Redundancy and diversification
¢ Cloud and outsourcing resilience

Third-Party & Supply
Chain Resilience

* Threat intelligence sharing
¢ Red-teaming and simulations
» Cross-sector coordination

Public-Private
Collaboration

e Investor confidence
e Customer trust
e Differentiation in markets

Resilience as Competitive
Advantage

Source: Bank & Finance analysis based on Basel Committee (2021), FSB (2020), ECB TIBER-EU (2018), MAS TRM
Guidelines (2021), and SAMA Cybersecurity Framework (2017/2022).

Resilience, once viewed as a cost of doing business, is now emerging as a signal of institutional
strength. Firms that proactively invest in resilience can lower operational risk premiums, secure

stronger credit ratings, and enhance client confidence—turning cyber readiness into a tangible
market asset.

6. Case Studies in Digital Resilience

While Table 1 provides a consolidated view of major incidents in finance, examining selected
casesin greater depth highlights the specific vulnerabilities they reveal and the strategic lessons
they offer.

6.1 Bangladesh Bank SWIFT Heist (2016): Payment Infrastructure Under Attack

Context: In February 2016, attackers compromised the SWIFT messaging system, which
underpins global cross-border payments.
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Incident: Using stolen credentials, the hackers attempted nearly $1 billion in fraudulent

transfers from Bangladesh Bank’s account at the Federal Reserve Bank of New York. While most
were blocked, $81 million was successfully stolen.

Implications: The attack demonstrated that even the “plumbing” of the global financial system
is vulnerable. Trust in SWIFT was shaken, prompting urgent security upgrades and supervisory
scrutiny.

Lessons: Securing the integrity of financial messaging systems requires not only institutional
controls but also collective security upgrades across global infrastructures.

6.2 Equifax Data Breach (2017): Trust in Data Custodianship

Context: Equifax, one of the three largest U.S. credit reporting agencies, plays a central role in
consumer finance.

Incident: Attackers exploited an unpatched software vulnerability, accessing personal and
financial information of 147 million people.

Implications: The breach compromised consumer trust, led to $700 million in fines and
settlements, and raised questions about systemic risk in data custodianship.

Lessons: For institutions managing sensitive financial data, cyber resilience is inseparable from
trust and reputational capital. Weaknesses in patching or system maintenance can translate
directly into long-term erosion of market value and credibility.

6.3 Capital One Cloud Breach (2019): Third-Party and Cloud Vulnerabilities

Context: Capital One had migrated much of its infrastructure to the cloud, reflecting an
industry-wide trend.

Incident: Aformer employee of a cloud provider exploited a configuration vulnerability, exposing
100 million customer accounts.

Implications: The breach underscored risks associated with reliance on third-party providers
and concentration in cloud services. Regulators intensified their scrutiny of outsourcing and
third-party resilience.

Lessons: Institutions must implement robust cloud governance and third-party risk
frameworks, as outsourcing concentration can create systemic vulnerabilities.

6.4 ICBC Ransomware Attack (2023): Systemic Ripples in Wholesale Markets

Context: The Industrial and Commercial Bank of China (ICBC) is the world’s largest bank by
assets, with critical operations in global markets.
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Incident: In November 2023, ICBC’s U.S. subsidiary was hit by a ransomware attack that

disrupted settlement in the U.S. Treasury market. Some trades had to be routed manually, with
significant operational delays.

Implications: The attack revealed how a localized cyber incident can reverberate across global
financial markets. Even highly liquid, resilient markets like U.S. Treasuries proved vulnerable to
operational shocks.

Lessons: Cyber incidents at large, interconnected institutions can spill over into funding and
liquidity markets, underscoring the systemic dimension of cyber risk.

Taken together, these case studies reveal recurring vulnerabilities that transcend individual
institutions. Compromised credentials, vendor and supply chain dependencies, and delayed
detection often act as accelerants, turning operational failures into systemic shocks. When
mapped onto the transmission channels outlined in Table 3 and Figure 4, the incidents
demonstrate how localized breaches can cascade into liquidity strains, payment gridlock, or
data integrity crises. The common lesson is clear: cyber resilience must be understood not only
as firm-level protection but as a critical buffer against cross-market contagion and systemic
amplification.

7. Strategic Outlook

The evolution of cyber risk in finance is far from complete. As digitalization deepens, new
technologies and geopolitical dynamics are likely to shape the threat landscape, creating fresh
vulnerabilities while also offering opportunities for more sophisticated resilience strategies.

7.1 Emerging Risks on the Horizon

The next wave of cyber challenges will be shaped by both technological innovation and
geopolitical shifts. Artificial intelligence (Al) tools are increasingly being weaponized for
sophisticated phishing campaigns and automated exploitation of vulnerabilities. The
anticipated arrival of quantum computing raises concerns about the future viability of current
cryptographic standards, which underpin payment and settlement security. At the same time,
geopolitical tensions are driving a rise in state-sponsored cyber activity targeting financial
institutions, either for espionage or as part of broader economic competition.

7.2 The Expanding Attack Surface

As financialinstitutions accelerate digital transformation, the expansion of open banking, cloud
adoption, and fintech partnerships broadens the attack surface. New entrants and digital-only
banks often lack the resilience infrastructure of incumbents, while legacy institutions grapple
with integrating new technologies into older systems. The interconnectedness of these
platforms makes financial ecosystems more efficient but also more fragile to cyber contagion.
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7.3 Opportunities for Proactive Resilience

Despite these risks, financial institutions also have new tools at their disposal. Al and machine
learning are enhancing real-time anomaly detection and predictive risk assessment.
Distributed ledger technologies can, if properly secured, improve the resilience of settlement
systems by decentralizing points of failure. Advances in encryption and secure cloud
architectures are raising the baseline for protection, while cross-sector collaboration is
delivering greater intelligence-sharing and collective defense.

Globalinvestment trends underscore the scale of this opportunity. According to Gartner (2025),
worldwide end-user spending on information security reached $193 billion in 2024 and is
projected to rise to $213 billion in 2025 and $240 billion in 2026. This rapid growth reflects both
the intensification of threats and the recognition that cyber resilience is no longer optional. For
institutions, the challenge is to ensure that these rising expenditures translate into measurable
resilience outcomes—Ilower systemic vulnerabilities, stronger client trust, and competitive
positioning—rather than fragmented compliance costs.

7.4 Policy and Regulatory Agenda

For policymakers, the strategic outlook calls for moving from fragmented frameworks to
systemic resilience agendas. This means integrating cyber resilience into capital adequacy
assessments, stress-testing scenarios, and cross-border supervisory cooperation.
International convergence will be critical: without harmonized standards and information-
sharing, gaps in jurisdictional approaches could become entry points for systemic
vulnerabilities. Emerging markets add further nuance: Eastern Europe combines EU alignment
with leadership in digital identity and exposure to cybercrime risks, in Latin America, reforms
often follow incidents; in Africa, resilience is tied to financial inclusion; and in the Middle East,
itis embedded within ambitious digital economy strategies

7.5 Resilience as a Pillar of Competitiveness

Ultimately, digital resilience is not only a defensive necessity but also a determinant of
competitiveness. Institutions that demonstrate superior cyber resilience will enjoy lower
funding costs, stronger customer loyalty, and greater attractiveness to investors. For
jurisdictions, cyber resilience is becoming a hallmark of financial center credibility. As cyber
threats grow, resilience will increasingly define both institutional strength and systemic trust.

Figure 6 summarizes the strategic outlook for cybersecurity in finance by juxtaposing the
emerging risks with the emerging opportunities. It highlights how technological innovation,
geopolitical pressures, and expanding digital ecosystems increase vulnerabilities, while
advances in resilience tools, supervisory convergence, and collective defense mechanisms
create new avenues to strengthen trust and stability.
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Figure 6 - Strategic Outlook: Emerging Cyber Risks and Opportunities in Finance

Emerging Opportunities Emerging Risks

- Al/ML for anomaly detection and - Al weaponization (automated attacks,
predictive analytics phishing)

Next-generation encryption and - Quantum computing threatening
quantum-safe cryptography cryptography

Distributed ledger technologies for - Geopolitical/state-sponsored cyber
settlement resilience campaigns

Secure cloud architectures with higher |- Expanding attack surface: cloud, open
baseline protections banking, open finance

Cross-sector collaboration and - Digital-only banks with weaker
intelligence sharing (FS-ISAC) resilience infrastructure

Source: Bank & Finance analysis based on Gartner (2025), Marsh and Munich Re (2023), FS-ISAC Threat
Intelligence Reports (2019-2023), and supervisory publications from ECB, MAS, and IMF (20719-2023).

The figure underscores that cyberriskis a dualdynamic: the same forces that expand the attack
surface also generate opportunities for resilience. For instance, artificial intelligence can be
weaponized by attackers but also deployed defensively for anomaly detection. Similarly, cloud
adoption increases dependency risks but, if well managed, can deliver stronger security
standards. The lesson for institutions and supervisors is clear: resilience requires leveraging
innovation proactively, ensuring that opportunities evolve at least as rapidly as threats.

8. Conclusions

Cyber risk has matured into one of the defining systemic vulnerabilities of global finance.
Incidents from Bangladesh Bank to ICBC demonstrate that operational shocks can quickly
escalate into market disruptions. From payment systems to cloud providers, recent incidents
show that vulnerabilities now cut across the entire financial ecosystem.

Supervisors are institutionalizing resilience as a benchmark of systemic soundness, joining
capital adequacy and liquidity as core pillars of prudential oversight. While implementation
varies—disclosure in the U.S., binding frameworks in Europe, EU-aligned regulation and digital
identity leadership in Eastern Europe, systemic stress testing in Asia-Pacific, securitization and
prudential mandates in BRICS, incident-driven reforms in Latin America, and inclusion and
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digital strategies in Africa and the Middle East—the direction of travel is clear. Cyber resilience
has become a global financial stability priority.

For institutions, the implications are strategic. Resilience is no longer only about avoiding
losses; it is increasingly a competitive differentiator. Firms that invest in robust governance,
talent, and technology will not only withstand attacks but also enhance trust, reduce funding
costs, and strengthen market positioning.

While cyber insurance can provide a valuable buffer against direct losses and incident response
costs, it cannot substitute for systemic resilience. Institutions and supervisors alike should treat
insurance as a complement, not a replacement, for investments in governance, technology,
and talent.

Looking forward, policymakers should integrate cyber resilience into supervisory stress tests
and systemic risk assessments, treating it with the same weight as capital and liquidity.
Institutions, in turn, should view resilience not as compliance overhead but as a strategic
capability. The next phase of financial stability will be shaped not just by balance sheets and
liquidity buffers, but by the capacity to withstand and adapt to cyber shocks.
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10. Appendices

A. Methodology and Data Sources

This report is based on a structured combination of primary supervisory sources, secondary
literature, industry data, and case evidence. The methodology integrates qualitative regulatory
analysis with quantitative incident evidence to frame cyber risk as both a financial stability
challenge and a source of strategic advantage.

1. Primary Sources

e Supervisory and regulatory frameworks from international, regional, and national
authorities, including:

o Basel Committee on Banking Supervision (2018, 2021)

o Financial Stability Board (2020)

o International Monetary Fund FSAP cyber risk modules (2019-2023)

o European Central Bank (TIBER-EU, supervisory publications 2018-2023)
o European Union (DORA, NIS2 Directive, elDAS Regulation)

o Prudential Regulation Authority (UK) and Financial Conduct Authority (UK)
o U.S. Federal Reserve, OCC, and FDIC supervisory guidance (2020-2023)

o Monetary Authority of Singapore (Technology Risk Management Guidelines,
Cyber Hygiene, National Digital Identity Programme)

o Reserve Bank of Australia (CPS 234), Bank of Japan stress-test publications
o Reserve Bank of India (2016, 2020 Cybersecurity Framework)

o People’s Bank of China (2021 Guidelines on Cybersecurity and Financial
Stability)

o Central Bank of Russia (FInCERT Reports 2015-2022)
o Banco Central do Brasil (Resolution 4,658/2018)
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o South African Reserve Bank (2021)

o SaudiCentral Bank (2017, updated 2022 Cybersecurity Framework)

o Central Bank of the United Arab Emirates (2021 Regulations)

o Qatar Central Bank (2020 Cybersecurity Framework)

o Central Bank of Bahrain (2020 Operational Risk Management Module)
o Central Bank of Kenya (2019 Cybersecurity Guidelines for PSPs)

2. Regional and Multilateral Sources

CEMLA (2022) and ASBA (2021) for Latin American supervisory perspectives.

African Development Bank (2022) and Association of African Central Banks (2021) for
African initiatives.

ENISA (2022) for European cyber resilience implementation.
NATO CCDCOE (2023) for Eastern European and defense-linked perspectives.

World Bank ID4D (2023) and World Economic Forum (2023) for global digital identity
and resilience insights.

3. Case Evidence

Analysis of major incidents in finance between 2016 and 2023, including:

Bangladesh Bank / SWIFT Heist (2016) — Reuters (2016), SWIFT (2016)

Equifax Data Breach (2017) - FTC (2019), U.S. House Oversight Report (2018)
Capital One Cloud Breach (2019) — Reuters (2019), OCC Consent Order (2020)
Australian Securities Exchange Outage (2020) — ASX (2020)

ICBC Ransomware Attack (2023) — Reuters (2023), U.S. Federal Reserve (2023)

4. Industry and Market Data

Gartner (2025) and ITPro (2025) for cybersecurity investment forecasts.

Marsh and Munich Re (2023) for cyber insurance market size and systemic risk
exposures.

FS-ISAC (2019-2023) for threat intelligence reports.
Axios (2025) for Al-driven attack scenarios.

FIDO Aliance (2022) and NIST Digital Identity Guidelines (2020) for digital identity
frameworks.
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5. Methodological Approach

o Qualitative analysis: Comparative review of supervisory frameworks, resilience
mandates, and strategic priorities across advanced and emerging markets.

¢ Quantitative evidence: Compilation of financial losses, fines, and remediation costs
from major incidents, mapped against systemic transmission channels.

o Comparative synthesis: Structured tables (e.g., Table 1-3) and figures (Figures 1-6) to
distill lessons, highlight convergences/divergences, and position cyber resilience as
both a prudential and strategic priority.

Appendix B: Glossary of Terms

Advanced Persistent Threat (APT): A prolonged, targeted cyberattack in which an intruder gains
undetected access to a network, often state-sponsored, to steal data or disrupt operations.

Basel Committee on Banking Supervision (BCBS): An international forum of central banks and
supervisors, hosted by the BIS, that develops global prudential standards, including Principles
for Operational Resilience (2021) and cyber guidance.

Center for Latin American Monetary Studies (CEMLA): A regional organization supporting
monetary authorities in Latin America, including initiatives on payment system and cyber
resilience.

Central Bank of Bahrain (CBB): Bahrain’s central bank, which embedded cyber resilience into
its Operational Risk Management Module (2020), requiring banks to adopt monitoring and
incident response capabilities.

Central Bank of Kenya (CBK): Kenya’s central bank, which issued Cybersecurity Guidelines for
Payment Service Providers (2019), mandating risk-based frameworks, incident reporting, and
consumer protection.

Central Bank of Russia (CBR) — FinCERT: A specialized unit monitoring and responding to cyber
incidents in Russia’s financial sector, publishing regular reports since 2015.

Central Bank of the United Arab Emirates (CBUAE): The UAE’s central bank, which introduced
Regulations Regarding Cyber Risk Management for Financial Institutions (2021), requiring
governance, monitoring, and reporting frameworks.

Cyber Hygiene: Basic practices to safeguard digital assets, such as patching, strong
authentication, and access management.

Cyber Resilience: The ability of an institution or financial system to anticipate, withstand,
recover from, and adapt to cyber incidents while continuing to deliver critical functions.

Cybersecurity Posture: The overall strength of an organization’s cybersecurity readiness across
governance, controls, detection, response, and recovery.

Digital Identity: A set of digital attributes and credentials enabling authentication of individuals
or entities. Critical for financial inclusion, compliance, and secure transactions.
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Digital Operational Resilience Act (DORA): EU regulation (2022, effective 2025) establishing

uniform requirements for financial institutions on ICT risk management, testing, incident
reporting, and third-party oversight.

Electronic Identification, Authentication and Trust Services (elDAS): EU regulation establishing
a framework for secure cross-border digital identity and trust services. Updated in 2021 to
include digital identity wallets.

European Union Agency for Cybersecurity (ENISA): EU agency supporting NIS2 and DORA
implementation, resilience testing, and incident response coordination across member states.

Extended Detection and Response (XDR): An integrated platform that correlates security data
across multiple layers—email, endpoints, servers, cloud workloads—to detect, investigate, and
respond to threats.

Fast Identity Online (FIDO) Alliance: An industry consortium developing open authentication
standards, enabling strong, multi-factor, and passwordless identity verification.

Financial Services Information Sharing and Analysis Center (FS-ISAC): A global consortium
enabling threat intelligence sharing among financial institutions.

Financial Sector Assessment Program (FSAP): IMF program evaluating risks and resilience in
financial systems; includes cyber modules since 2019.

Financial Stability Board (FSB): An international body monitoring and making recommendations
about financial system stability; published Effective Practices for Cyber Incident Response and
Recovery (2020).

Identification for Development (ID4D): A World Bank initiative supporting countries in building
trusted digital identity systems to advance financial inclusion.

Incident Response: The structured approach to manage cyberattacks, aimed at minimizing
damage, recovery time, and restoring operations.

International Monetary Fund (IMF): Multilateral financial institution that incorporates cyber
resilience into its FSAP and stability assessments.

Monetary Authority of Singapore (MAS): Singapore’s central bank and regulator, which has
issued Technology Risk Management Guidelines and Cyber Hygiene Notices (2021).

National Institute of Standards and Technology (NIST): U.S. agency responsible for widely
adopted standards, including the Cybersecurity Framework (2018) and Digital Identity
Guidelines (2020).

NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE): NATO-accredited hub in
Tallinn, Estonia, providing cyber research, exercises, and training.

Operational Resilience: The capacity of firms and infrastructures to maintain critical services
during disruptions, including cyber incidents.

Post-Quantum Cryptography: Cryptographic methods resistant to quantum-computing
attacks, essential for future-proofing digital security.
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Ransomware: Malicious software that encrypts systems or data until a ransom is paid.

Ransomware-as-a-Service (RaaS): A cybercrime model where ransomware developers lease
tools or services, enabling less-skilled actors to launch attacks.

Resilience as a Competitive Differentiator: The strategic recognition that institutions with strong
resilience capabilities gain advantages in funding costs, trust, and market reputation.

Secure Access Service Edge (SASE): Cloud-based framework that integrates networking and
security services to protect users regardless of location.

Society for Worldwide Interbank Financial Telecommunication (SWIFT): Global messaging
network supporting secure financial transactions; introduced its Customer Security
Programme in 2016.

Systemic Cyber Risk: The risk that a cyber incident at one or more institutions cascades across
the financial system, disrupting markets and stability.

Threat Intelligence Sharing: The structured exchange of information about threats and
vulnerabilities among institutions, regulators, and industry groups.

Threat Intelligence-Based Ethical Red Teaming (TIBER-EU): ECB framework for intelligence-led
penetration testing of critical institutions and infrastructures.

Zero Trust Model: A security approach requiring continuous authentication and granular access
control for all users, devices, and systems.
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